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Smart Policing with PIIMS 

(Police Integrated Information Management solution)

Peter Nevitt - Director, Justice and Public Safety, 



The following is intended to outline our general 

product direction. It is intended for information 

purposes only, and may not be incorporated into any 

contract. It is not a commitment to deliver any 

material, code, or functionality, and should not be 

relied upon in making purchasing decisions.

The development, release, and timing of any 

features or functionality described for Oracle’s 

products remain at the sole discretion of Oracle.



From eGovernment to…

Oracle iGovernment



Justice & Public Safety/ Homeland Security Solutions

Homeland Security
• Intelligence

• Tips/Lead Management 

• Source [HUMINT] Management

• Intelligence Request, Tasking and 
Tracking

• Intelligence Product Catalog 
management

• Intelligence Database

• Immigration
• Visa/Passport Management

• Border Controls

• Asylum Applications

• Detention/Removal

• Customs
• Import/Export Controls

• Ports of Entry Management

• Land/Air Operations

• Border Management
• Border Security

* from Google Images

Justice & Public Safety
• Law Enforcement

• Tips/Lead Management

• Intelligence

• Tickets/Citations

• Incident/Investigation

• Gangs

• Evidence Management

• Criminal History

• Legal documents [warrants, etc]

• Prosecutions

• Courts
• Court Case Management

• Litigation Case Management

• Corrections
• Institution/Community offender 
management

• Emergency Services
• Emergency Operations

• Prepare, Respond, Recover



Siebel Solution Map for Public Safety
Investigation 
& Intelligence 
Gathering

Investigative 
Research

Incident 
Management

Investigative 
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First 
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Disaster Case 
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Resource 
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Incident 
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Outreach 
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Program 
Management

Campaign Design
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Response 
(311)

Service Analysis

Service Request 
Management

Email Response 
Management

Self Service 
Delivery

Cross-
Agency 
Management

Real-time 
Collaboration

Incident Tracking 
& Routing 

Process 
Applications

Manage Arrival

Stay  
Management

Immigration 
Management

Call Center 
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Management
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Publishing 
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Case 
Management 
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Communications 
Management
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Applications 
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Track Legal 
Process

Property 
Management

Research & 
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Business Drivers

Budget and Budget and 

IT ProblemsIT Problems

• Fragmented data in 
multiple repositories

• Pressures on 
budgets

• Staffing levels

• Expensive legacy IT 
systems

• Need to achieve 
more with same or 
les money

• Pressure from society 
to feel safe

• Focus on 
Performance Targets

• Changing global 
situation 

• International 
Terrorism and 
Organized crime

PoliticalPolitical

FocusFocus

??

• Complexity and 
Diversity

• Step Change in 
terrorist threat

• Global, 
fundamentalism

• Infrastructure

• Criminal use of new 
technology

• Increased 
Sophistication

Changing Changing 

CriminalCriminal

BehaviorsBehaviors

• Changing legislation

• Changing policing 
powers

• Traditional and new 
threats

High Levels High Levels 

of Activityof Activity



Disconnected Systems lead to Operational Issues

Incident

Management

Evidence & 

Property

Crime

Recording

Intelligence

Custody
Command&

Control
Duplicate Data

Data Quality

Re-Keying data

Hard to find information

Labour Intensive

Poor Front Line Support



Policing is an Integrated Process

Incident Crime

Witness 

Victim 

Suspect 

Evidence/

Property

Resources

Officers 

Intelligence 

Performance 

Reporting Custody 

Case

Preparation Missing

Persons 

Firearms

Register 



System of Systems Approach

System of Systems Approach

Comprehensive investigation and 
intelligence program (grass roots 
emphasis, fusion and analysis, 
actionable products)

Oracle’s Enterprise Solution for 
Police

Provide an end-to-end comprehensive 
integrated solution leveraging our world 
class database, fusion middleware, and 
applications and selected partner 
products.

Re-use and integrate existing 
applications

•Improved tasking, investigation, 
evidence gathering, arrest processing 
and court file preparation

•Real time analytics and visualisation
tools from i2

•Improved real-time integration and 
trusted information sharing

•Secure, scalable, reliable infrastructure
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Oracle’s Police Integrated Information solution -

PIIMS 



Police Architecture requirements

Business Rules

Citizens
Trusted  3rd

parties 

Government

Employees
Businesses

Internet

Business Process Flow

Phone eMail SMS Texts Face to Face Paper

Gather

Information

Forms

Field Work

Make

Decision

Assess Eligibility

Plan Tasks

Gain

Approval

Manager Review

Accept/Reject

Case

Closure

Issue Document

Prosecute

Policy ProceduresLegislation Service Rules Behaviour Models

Document Management Knowledge Base

Administration Systems HR TrainingFinance ProcurementAsset Management

Business Intelligence and Analysis  Visualisation Performance Management   

Information Management Database Master Data Resilience & Availability Spatial Data Security

Scheduling Resources

Involved parties

Channels

Event 

Occurs

Application

Incident



Oracle delivery Architecture

Business Rules

Citizens
Trusted  3rd

parties 

Government

Employees
Businesses

Internet

Business Process Flow

Phone eMail SMS Texts Face to Face

Gather

Information

Forms

Field Work

Make

Decision

Assess Eligibility

Plan Tasks
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Accept/Reject

Case

Closure

Issue Document

Prosecute

Policy ProceduresLegislation Service Rules Behaviour Models

Document Management Knowledge Base

Administration Systems HR TrainingFinance ProcurementAsset Management

Business Intelligence and Analysis Performance Management

Information Management Database Master Data Resilience & Availability Spatial Data Security

Scheduling Resources

Involved parties

Channels

Event 

Occurs

Application

Incident

Database, Clustering, IDAM, Spatial

Portal - Oracle Self Service - Contact Center Anywhere

Process Modelling - BPM

Case Management - Siebel

Rules Management - Haley, RTD, Real Time Scheduler

Content & Document Management - UCM

ERP - Oracle E Business Suite - Peoplesoft 

Business Intelligence, Hyperion EPM, GRC and i2’s iXV
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Audit Vault

Database Vault

Content DB, Records DB

Secure Enterprise Search

Thor & Octet String (IdM Acquisitions) 

Phaos, Oblix, (IdM Acquisitions)

Database CC Security Eval #18 (10g R1)  

Transparent Data Encryption   

VPD Column Sec Policies

Fine Grained Auditing (9i)

1st Database Common Criteria (EAL4)

Oracle Label Security (2000 8.1.7)

Virtual Private Database (1998)

Enterprise User Security (8i)

Database Encryption API

Kerberos Support (8i)                                          

Support for PKI

Radius Authentication

Network Encryption   (Oracle7)   

Oracle Advanced Security introduced 

First Orange Book B1 evaluation (1993)

Trusted Oracle7 MLS DB     

Government customer  (CIA – Project Oracle)

Oracle – 30 Years of Security Leadership

20061977



Oracle Security Strategy 
Built the “Protected Enterprise”

Identity Management

• Secure and Control Access to applications

• Manage and Provisioning of Identity

• Store Identity 

Secure & Manage Web Services

• Authentication, Encryption

Databases Security 

• Database protection with encryption, control access

• Control of DBA’s, separation of Duties, 

• Audit access activities.
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Oracle’s  Police Case management / work flow 



Siebel Investigative Case Management

ChannelsChannels SecuritySecurity IntegrationIntegration ID ManagementID Management ManageabilityManageability ScalabilityScalability

• Manage Complex Business Process

• Flexible Process Flows

• Business Rule Driven

• Information Management

• Flexible Data Model

• Master Data

• Business Insight

• Provide organisational performance tracking

• Intelligence Led Operations



The Case Management Lifecycle

Incident

Crime

Application

- Benefit

- Service

- Residency

Incident Details

Suspect Description

Leads

Evidence

Applicant Details

Claim Details

Application Details

Route Tasks

Assign team

Plan follow up 

actions

Assess Eligibility

And Entitlement

Decide Award of

Service or benefit

Plans routed to

Management 

For Review and

Approval

Review & approve

or reject award

Next stage in 

Justice chain
- Arrest Suspect

- Prosecution

Make Payment

Deliver Service

Create Document

Gather 
Information

Event 
occurs

Gain 
Approval

Make 
Decision

Case 
Closure



Investigative Case Management
Police Strategic Objectives

Investigative Investigative 

CaseCase

Information & Analysis 
requests between sections

�Better consolidate terrorist 
watch lists

�Increase use of common data 
standard

�Offer faster access to data 
across agencies for emergency 
response

Requests for Requests for 

IntelligenceIntelligence

Repository of case evidence, 
documents, objects

Evidence & Evidence & 

RecordsRecords�Increase attach rate of evidence to 
case

�Reduce rate of incomplete evidence 
& records

�Provide complete evidence history 
for emergency response

Discovery of relationships

�Capture complex relationships

�Identify terrorist networks

�Reduce cost and risk of 
communicating potential terrorist 
networks across agencies

Link Link 

AnalysisAnalysis

Individuals organizations and 
entities related to the case

�Identify suspects for each case

�Increase suspect data 
standardization

�Communicate suspect data 
across agencies in real-time for 
emergency response

Leads, Leads, 

Suspects & Suspects & 

GroupsGroups

External event related to the case

�Link incidents to cases

�Reduce rate of incomplete incidents

�Provide real-time incident log in emergency
IncidentsIncidents
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Master Data Management for Police



Oracle Master Data Management
Foundation for effective Investigative Case Management

FingerprintFingerprint

Databases nDatabases n

FingerprintFingerprint

Databases 2Databases 2

IncidentIncident

Alerts nAlerts n
IncidentIncident

Alerts 2Alerts 2

National andNational and
InternationalInternational

Crime Databases  nCrime Databases  n

National andNational and
InternationalInternational

Crime Databases 2Crime Databases 2

Command andCommand and

Control Systems nControl Systems n

Command andCommand and

Control Systems 2Control Systems 2

GeographicGeographic

Information nInformation n

GeographicGeographic

Information 2Information 2

Jurisdiction nJurisdiction n

Jurisdiction 2Jurisdiction 2

Oracle

MDM

Oracle

MDM

Command and

Control Systems 1

Geographic

Information 1

Jurisdiction 1
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Databases 1

Incident
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National and

International

Crime Databases 1



Master Data Management

Master Data Management provides the ability 

to…

�Consolidate/Federate master & shared 

information into one place

�Cleanse and Enrich data centrally

�Distribute data as a single point of truth as 

a service to consuming applications, enterprise 

business processes and decision support 

systems

�Integrate Best of Breed - Consistency in a 

siloed environment

� Enterprise agility (easier migration ability)

� BI Accelerator

Trusted 

Master 

Data

Data

Quality

Services

Integration

Services

Policies &

Business Intelligence



Active Information Hub

Security Policy

Data Vault

Fulfilment

Multi Channel Communication

Activity Monitoring

Expert Rules Repository

Metadata Repository

Source 
Domain
Data 

Data Capture

Fulfilment – Alerts/Response

Reference
Correlation 

Hub

Impact Assessment - Triage

Load

Services Repository

Operations Console

Agency

Hubs

Secure Search
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Business intelligence for Police – incident and case 

analytics 



Case Analytics

• Correlation of case 
outcomes with services 
delivered   and citizens 
served

• Root cause analysis into 

process and 
organizational  bottlenecks

• Intelligent,  prioritized
To Do lists

• Automated alerts serving up 
insight directly to the point of 
greatest impact

• Seamless navigation from role-
based dashboards to case 
processing

• Proactive case processing 
with current work queues, 
case load pipelines, backlog 
and overdue activities 

• Identification of changes in    
resolution rates and 
processing times

• Direct, normalized 
comparisons of 
performance against 
organizational averages 
and stated targets

• Exception-based analyses 
highlighting problem 
areas

Work Center (Real-Time)

Performance 
Scorecard

Targeting & Delivery

Workloads & 
Backlogs

Embedded     
Analytics

Organizational 
Efficiency



Integration with Visualisation tools

• Working with i2 

• iXv embedded into 

Case Management

• Direct links to live 

case data

• Extends Analysis 

tools to front line 

officers



Integration with Location Intelligence

• Oracle Spatial and 

Business Intelligence 

working together

• To map crimes in the 

territory

• Providing Location 

and Proximity Analysis

• As a stand alone BI 

solution or embedded 

in Case Analytics
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Technology Solutions for Public Sector



Grid Platform

Reports

Realms

Multi-Factor

Authorization

Separation of Duty

Command

Rules

Audit

DatabaseDatabase
VaultVault

MultiMulti--factorfactor
DBA ControlsDBA Controls

AdvancedAdvanced
SecuritySecurity

EncryptedEncrypted
DataData

LabelLabel
SecuritySecurity

DataData
ClassificationClassification

SecureSecure
BackupBackup

EncryptedEncrypted
Data on TapeData on Tape

ConfigurationConfiguration
Mgmt PackMgmt Pack

SecureSecure
DeploymentsDeployments

AuditAudit
VaultVault

Monitor, Alert,Monitor, Alert,
ConsolidateConsolidate
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Business Rules

BPEL Process Manager

Web Services Manager

Business Activity Monitoring

B2B

JDeveloper

Registry

Messaging

Enterprise Service Bus

J2EE Server

S
O
A
 S
u
it
e

Service Oriented Architecture Suite
BAM, BPEL Process Manager, and Business Rules

• Enterprise Service Bus
• Messaging, connectivity and data distribution

• BPEL Process Manager
• Standards based orchestration, workflow 

management

• Web Services Manager
• Service intermediation, security and policy 

management

• Business Application Monitoring
• Application Monitoring, SLA, KPI management

• Universal Description and Discovery 

and Integration [web registration]
• Full featured UDDI service registry

• Business Rules
• Engine, repository, analyst rules editor

• Application Server
• Full featured J2EE deployment, scalability, 

reliability, HA



Collaborative Policing & Security

Enable Trusted Information Sharing

• Fragmented police and intelligence 
information hinders sharing of critical 
information across departments and 
jurisdictions required to resolve and prevent 
incidents 

“Clues and evidence related to criminal or terrorist activity are
often spread across disconnected databases and paper files 
stored in thousands of law enforcement databases.”– Gartner, 
Facing Information-Sharing Challenges Among Law 
Enforcement Agencies 

•Security 
Advanced Security, Database Vault, Data 
Masking, Audit Vault, Secure back up, Label 
security 

•High Availability 
Real Application Clusters, Active Data Guard

•VLDB & ILM
Partitioning, Compression, Spatial, Secure 
Files

•BI & DW
OLAP, Data Mining

•Secure Intelligence 

Ensures intelligence data is only ever 

accessible to authorised users, both within the 

system and outside.

•24 Hours Per Day Policing 

24 hours per day systems availability ensuring 

24 hours per day Policing

•Criminal Intelligence Data Management 

Manages vast quantities of structured data 

alongside documents, video, images and GIS 

data

Key Business Pains

Customer Value Proposition Product offers



Biometrically Enabled Identity Assurance

Effectively Deploy Limited Resources

• Reduce administrative time for front line 
personnel

•Maintain inventory of resource skills, 
availability and location

•Control staff and support costs
Names can be changed and identification documents can 
be forged. Whether delivering high value services or 
ensuring citizen safety, it is vital that agencies have the 
necessary tools to identify exactly who they are dealing 
with.

•Security 

Advanced Security, Database Vault, Data 

Masking, Audit Vault, Secure back up, Label 

security 

•High Availability 

Real Application Clusters, Active Data Guard

•Grid & OLTP

Real Application Clusters, Partitioning

•Secure Identity Data

Maintains a trusted and tamper proof repository 

of identity information whilst protecting the 

privacy of the citizen 

•Critical Governmental Service

Supports a service that will increasingly be 

relied up on by many aspects of Government

•Scale With Demand

Platform for high performance and highly 

resilient biometric identity services

Key Business Pains

Customer Value Proposition License Opportunity



Benefits

• Ensures all intelligence data is protected at all times, 

both inside and outside the system

• 24 hours per day systems availability ensuring

24 hours per day Policing

• Manages vast quantities of both of data alongside 

documents, video, images and GIS data

• Enables analysis of vast amounts of intelligence 

information

Security
High 

Availability
VLDB & ILM BI&DW
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Summary



Meets the Business Requirements

•• Integrated Approach Integrated Approach supporting the end to end process

•• Simple AccessSimple Access to key information, readily and timely from any location

Web based Comprehensive Electronic Case Management solution

•• Better TargetBetter Target scarce investigation resources for greatest impact

Integrated Case Analytics and Workflow capability

•• Support Distributed workingSupport Distributed working across sub groups, between agencies

Regional Deployments, Remote Users

•• Easy to Use SystemEasy to Use System for all users with minimal training

Process Guidance, Task based User Interface

•• Business InsightBusiness Insight through comprehensive flexible reporting

Integrated, Pre-built Case Analytics Dashboards



Meets the Functional Requirements 
•• Electronic Case FileElectronic Case File supporting a wide range of case types and life 
cycles

•• Information Information VisualisationVisualisation through open interfaces to existing tools

Open, standards based interfaces

•• Audit TrailAudit Trail to see who has accessed or changed information 

Inbuilt Application Level audit Trail, including Read Audit

•• Security SystemSecurity System controlling access to information 

Explicit Access Teams control who sees what

•• Integrating with Existing IT SystemsIntegrating with Existing IT Systems for a complete case view

•• Flexible, Scalable, AdaptableFlexible, Scalable, Adaptable for constantly changing environment

Existing deployments to over 60,000 users

Wide range of business processes supported across customer base

•• Reliable, Resilient SystemReliable, Resilient System managing large case volumes 

High Availability Architecture Proven across 4 million live users 
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THANK YOU 


